
CHAPTER SIX

Censoring Cyberspace: Can Kids Be Controlled?

Bullying using a new information technology . . . gives kids way more power than
they’ve had.

(School superintendent Anne Kerr, as quoted in Girard & Nguyen, 2007)

INTRODUCTION

School authorities look for ways to control online expression that defames or
insults peers and teachers, believing it has become completely out of control. Is
this really the case? Why is there such a fear among school officials that infor-
mation technologies give students too much power? This chapter looks at ways
in which school stakeholders influence the development and implementation
of censorship laws that are designed to control not only what students express
but also what they learn on a regular basis. The concern among school officials
that information technology gives students too much power is grounded in the
fear that technology can also change knowledge production and control of that
knowledge production. As a result, the normative role of schools is challenged
and compromised. Consequently, educators look for legal options grounded
in positivistic responses, such as criminal law, legislation that forces schools
and libraries to filter certain programs (Deleting Online Predators Act, 2006),
and zero-tolerance policies rooted in military models of discipline (Skiba &
Peterson, 1999). Yet as we have seen in earlier chapters, students are raising
substantive legal defenses, grounded in fundamental principles of justice.

In my book with Leanne Johnny (Shariff & Johnny, 2007), I highlighted
ways in which various stakeholders from school communities, such as school
officials, teachers, parents, and special interest groups, have always engaged in
positivist forms of censorship to shape and sustain a curriculum of orthodoxy
that conforms to normative standards and expectations (see also Shariff &
Manley-Casimir, 1999). Any changes to the status quo that threaten to shake
the foundations of power in schools and place it in the hands of less powerful
stakeholders are generally seen as a threat that must be quelled.
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160 CONFRONTING CYBER-BULLYING

The quote at the beginning of this chapter, from a school superintendent
(Girard & Nguyen, 2007), confirms the kind of adult mind-set that Lankshear
and Knobel (2006) explain, which limits adult understandings of digital litera-
cies and their enormous potential for education. The concern about too much
power in the hands of children reflects the reality that we have rarely empow-
ered children in educational contexts. Many countries have treaty agreements
under the United Nations International Convention of the Rights of the Child
(United Nations, 1989) in which commitments have been made to ensure the
“three Ps” – protection, provision, and participation of children. Under the
treaty, a report must be filed with the United Nations every four years. The
last report filed by Canada received good grades for protection and provision
but did not do as well in the participation category, especially as reported by
schools (Howe & Covell, 2000).

Allowing students to participate or engage in their learning requires a con-
scious effort on the part of teachers and school administrators to give them
responsibility, hold them accountable for their actions, and use technologies
to engage in learning through making positive social contributions. As I show
in Chapter 8, this is not difficult to implement once educators put their minds
to it.

In Chapters 3 and 4, I discussed cases of cyber libel that suggest there is a
definite line – fine though it is – between unfettered free expression and the
point at which it moves to become criminal harassment, defamation, or libel.
The onus is on the plaintiff to establish that his or her professional reputa-
tion was so negatively affected by the speech, that remedies or some form of
compensation is due to them. This establishes that the perpetrators ought to
be disciplined for their misconduct in some way. An alternate approach on the
part of educators might be to teach young people what that line is and help
them to understand through dialogue and engagement with technologies why
certain forms of expression can be so damaging to an individual’s reputation.

As we saw in Chapter 4, lewd or obscene expression can be allowed if it
is making a political statement or stating a legitimate opinion about an issue.
This raises interesting questions about how student online statements about a
teacher’s hygiene or didactic and autocratic teaching style might be handled.
In a couple of Canadian cases, students were suspended for basically stating
the truth. The teachers they mentioned did have autocratic teaching styles; one
teacher did need to take a shower, and another who was described as a lesbian
was indeed an “out” lesbian. In Canada, a claim for infringement of freedom of
expression by suspended students in this situation might go two ways. Canadian
courts, as noted in Chapter 3, have stated that a teacher’s reputation is just as
important, if not more so, than free speech. On the other hand, based on Lutes
(Lutes v. Board of Education of Prairie View School Division No. 74, 1992),
free speech, as in the U.S. case involving A. B. (A. B. v. State of Indiana, 2007)
is acceptable even if lewd and obscene as long as it is stating opinion or making
a point. The onus would then be on the teachers to show damage to their
reputations. However, if the speech is simply made for the purpose of harassing
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CENSORING CYBERSPACE: CAN KIDS BE CONTROLLED? 161

someone and ruining his or her reputation or if it materially and substantively
affects learning, or if it goes against the educational mission of the school, then
schools are justified when they intervene.

The right to intervene is less of an issue than how they choose to intervene. As
we saw in Chapter 5, the onus rests on schools to ensure that the illegitimate
forms of harassment grounded in sexual and homophobic discrimination or
racial prejudices do not contaminate or poison the school environment. Again,
this connotes responsibilities on the part of educators to do what they are pro-
fessionally supposedly trained to do, to educate students to engage in socially
responsible discourse. However, as I argue in this chapter, professional devel-
opment programs for teachers and school administrators do not prepare them
to address these issues. Few teachers or school administrators know what the
limits of free speech are without reading and analyzing some of the judicial
decisions we have reviewed in this book – to recognize the fine line at which
such expressions contravene the law. To understand these concepts, it is neces-
sary to have some exposure and experience with a reasoning process. Learning
about one’s rights and responsibilities takes time. Often, educators complain
that there is no time; accordingly, they are forced to make arbitrary and reactive
decisions. In Chapter 8 I suggest ways that teacher education and professional
development can be improved to address these gaps toward ultimately devel-
oping nonarbitrary and thoughtful policies regarding cyber-bullying.

In the meantime, the knee-jerk response of teachers’ unions, school, and gov-
ernmental offices involves calls for action reminiscent of military calls to arms
to forge into battle against young upstarts who wage a war using lewd and
obscene language on the Internet. Moreover, as the headlines I cited in Chap-
ter 1 disclose, the news media has pounced on this response to sensationalize
reactions by labeling them “battles” and “wars.” What is more, news headlines
and stories are framed in such a way as to convince the public that kids are out
of control and that technologies are to be blamed (Edwards, 2005). A miscon-
ception among some stakeholders is that it is possible to “ban” and filter these
technologies to control them. We saw earlier that a sixteen-year-old cracked
the Australian government’s $84 million computer program, in minutes. The
filter had been designed to control social networking sites and chat rooms.

TEACHERS SHAPE LAW AND SOMETIMES IMPEDE LEARNING

Under this controversial heading, I look at the role of teachers as influential
stakeholders. I am disturbed by the strong reaction to antiauthority forms of
expression teachers have taken up globally, compared with their relative lack
of attention to peer-to-peer bullying and cyber-bullying. The latter forms of
bullying have taken place for many years, as described in Chapter 2. The gen-
eral response of teachers to peer cyber-bullying is that it is not their place to
get involved in online expression that takes place from home computers, off
school grounds. Research shows (S. Shariff, 2003) that teachers believe parents
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162 CONFRONTING CYBER-BULLYING

table 6.1. Teachers on the Experience of Cyber-Bullying

Definitely Experienced Definitely Not

Yourself personally 4.7 84 3 3 2 5 4
Other teachers or

administrators
3.7 41 16 11 9 12 11

in your school
Your students 3.3 33 11 14 12 18 11
Students in your school 2.7 16 13 19 17 25 10

Reproduced with permission of the Ontario College of Teachers (2007).

ought to be responsible for their children’s conduct at home. Again, this might
have something to do with the lack of professional development and teacher
education programs to address these emerging issues. Nonetheless, the current
reaction to online antiauthority forms of cyber expression (described as cyber-
bullying by teachers and the media) reflect the double standards in the form
and speed of responses when the tables are turned and teachers become targets.
This makes one wonder about how teachers are implementing their common-
law duty of care, in loco parentis, to protect and educate their students about
civil responsibility. One recent study, however, disclosed that teachers might
have cause for concern about antiauthority cyber-bullying. Despite the high
statistics found, I maintain that double standards exist.

Teachers as Targets
The Ontario College of Teachers (OCT, 2007) recently publicized a study
reporting shocking results from a teacher’s perspective. The study revealed
that 84 percent of respondent teachers report have experienced antiauthority
forms of cyber-bullying in the form of obscene or defamatory student online
statements; 41 percent know about this happening to other teachers; 33 percent
report knowing about it happening to their own students, and 16 percent know
about it happening to students at their school. Here are some excerpts from the
study:

Question: As you know, there’s been some talk in the media about cyberbullying, where
students publish obscene or defamatory pictures or statements online for the purpose of
hurting others. To what extent has each of the following experienced cyberbullying?

Table 6.1 provides responses to this question.
Forty-five percent said this happened by e-mail, and 44 percent said this

happens on chat rooms, social networking sites, and “bashboards.” Thirty-
two percent found defamatory content on personal Web sites and blogs, 31
percent via text messaging, 19 percent through the use of photographs and
video clips, and 15 percent on personal voting-booth Web sites.
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A. e-mail

B. chat room or
bashboard content

C. content on
personal Web sites
or blogs

D. text messaging

E. photographs or
video clips

F. personal voting-
booth Web sites

A 45%

DNK 26%

F 15%

E 19%

C 32%

D 31%

B 44%

DNK (do not know/no

opinion)

Question: In what form have those incidents of cyber-bullying typically occurred?

figure 6.1. Typical forms of cyber-bullying. Reproduced with permission from the
Ontario College of Teachers (2007).

See Figure 6.1. The teachers considered criticism of their clothing, appear-
ance, and mannerisms, as well as of their grading practices, as the most serious
forms of antiauthority online expression. When asked whether they believed
such activities contribute to teachers leaving the profession prematurely, 19
percent of those surveyed believed it did. Twenty-one percent of the teachers
thought this also contributed to students dropping out of school, whereas 24
percent believed cyber-bullying affected student dropout rates. Twenty-four
percent felt it decreased classroom quality (because of the spill-over effect into
physical spaces).

A. There are 
formal, well
understood rules 
with potential
consequences.

B. There may be
formal rules but
they are not
widely
understood.

C. There are
informal rules.

D. There are no
rules.

DNK (do not know/no
opinion)

DNK 10%

D 10%

C 16%
B 27%

A 37%

Question: Which of the following best describes your school’s position on cyberbullying?

figure 6.2. School’s position on cyber-bullying. Reproduced with permission from the
Ontario College of Teachers (2007).
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164 CONFRONTING CYBER-BULLYING

A. Schools or boards
should sanction
students involved in
harassing other
students online.

B. Most or all 
incidents of 
cyber-bullying
should be reported
to the police.

C. There’s not much
that schools or
boards can do to
protect students
from other students
harassing them
online.

DNK (do not know/no
opinion)

DNK 5%

C 5%

B 43%

A 47%

Question: Which of the following opinions on students harassing students with cyber-bullying
is closest to your own?

figure 6.3. Students harassing students. Reproduced with permission from the Ontario
College of Teachers (2007).

Also perturbing were findings that whereas 46 percent of teachers believed
that their school or school boards ought to sanction students for these online
forms of expression, 41 percent of English-speaking teachers believed that most
or all incidents of cyber-bullying should be reported to the police. French-
speaking teachers allocated more responsibility to the schools and school boards
(59 percent), and 30 percent believed police should be involved.

See Figure 6.2. Forty-three percent of teachers also felt that peer-to-peer
cyber-bullying should be reported to the police, although 47 percent believed
their board should sanction students.

See Figure 6.3. This study might provide some indications as to why teachers’
unions have come under so much pressure. If 84 percent of teachers believe they
have been cyber-bullied through online postings, it is important to determine
what is going on. Teachers are increasingly filing grievances with their unions,
adding a “quasi-legal” dimension to already litigious issues. Moreover, many of
them (20 percent) believe that cyber-bullying contributes to teachers leaving the
profession.

My research on censorship in schools (Shariff & Johnny, 2007; Shariff &
Manley-Casimir, 1999) might provide answers. This research disclosed that
teachers’ unions are often pressured by their membership into galvanizing the
implementation of laws and policies that help teachers retain positions of power.
Antiauthority cyber expression has the effect of making teachers powerless.
Hence it is not surprising that some of them might want to leave the profession
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CENSORING CYBERSPACE: CAN KIDS BE CONTROLLED? 165

as a result. The OTC, which commissioned the survey, has done a good job of
putting a well-rounded perspective on the issue. In the same issue that released
the survey results, Schriever (2007) interviewed a number of experts on the
subject of cyber-bullying, including myself, and obtained a consensus that
banning technologies and suspending students are not the best options.

Lawyer Eric Roher and Dr. Faye Mishna, an associate professor at the Uni-
versity of Toronto, concurred with my advice that there is an obvious need to
engage with students to address why such a high number of teachers (84%)
report being demeaned online by students. The OCT reiterates my position
that rather than looking for “how-to” lists, teachers should engage with their
students and attempt to learn more about technology use. They also need to
find out whether their pupils are engaged in learning and whether their school
experiences are positive or frustrating. To that end, the Canadian Teachers’
Federation (CTF) has also taken positive steps.

After several incidents in which high school teenagers were caught making
derogatory postings about their teachers across Canada, CTF, an organization
representing approximately 220,000 teachers, came under significant pressure
to do something about it. Of course, the media reported this as a battle with
the headline, “Teachers Declare War on Cyber-Bullying” (Brown, 2007). They
reported the unanimous passing of a resolution to form “an emergency work-
group to hammer out a national policy this fall on the use of cell phones in class
and school penalties for using blogs, email and any form of technology to hurt
other people’s feelings” (ibid.). In actual fact, the resolution was designed less
to “wage a war” than to bring together a task force comprising experts on the
subject to understand Internet use among students, the nature of cyber-bullying,
and the boundaries of intervention in cyberspace.

One objective of this initiative is to establish ethical standards relating to
technology use, identify the legal responsibilities and expectations of Canadian
teachers, and develop materials that support these standards toward implemen-
tation of consistent national policies and guidelines. I believe the CTF has taken
an important step in understanding the issues and that rather than “hammering
out” a national policy, as the media describes it, the federation’s policy makers
have undertaken in-depth research and are approaching the matter thoughtfully
in partnership with national scholars and technology experts. The wording of
the resolution is given in Figure 6.4.1

The one concern I have with the wording of this resolution lies in para-
graph c, which states “the need to deal with it forcefully” followed by “advice
on ways to deal with it.” As a partner in the process, I advise the task force to
eliminate the word “forcefully,” especially given that they have yet to obtain
informed advice from national experts. Many words could be substituted for
“forcefully,” such as “collaboratively” or “the need to deal with it by drawing
on pedagogically sound approaches.” In light of the fact that the primary man-
date of teachers is to educate, I believe the word “educate” could also appear
more prominently in the resolution.
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166 CONFRONTING CYBER-BULLYING

JULY 12, 2007

BE IT RESOLVED THAT the Canadian Teachers’ Federation take urgent action on
issues arising from the use of electronic communications in ways that harm students
and/or teachers and in ways that are harmful to the education process. Such action
should include but not be limited to:

a) development and dissemination of policy with respect to the appropriate use by
students, teachers, parents and the general public of new communications
technologies including, but not limited to, e-mail, Web 2, blogs, social
networking Internet sites (e.g. Facebook, YouTube, etc.), text messaging, and
cell phones within the context of schools, students, and the professional lives
of teachers and administrators. Further, this policy should examine the ethical
standards associated with the use of these technologies.

b) development of partnerships for action to educate students, teachers, parents and
the general public of the consequences of inappropriate use of communications
technologies in activities that constitute cyber-bullying.

c) development of materials for distribution by CTF alone or in partnership with
Member organizations and others about the seriousness of cyber-bullying, the
need to deal with it forcefully, and advice on ways to deal with it.

d) conduct of research, analysis and dissemination of information gathered by CTF
alone or in partnership with Member organizations and others.

e) formation of a national work group of CTF Member organization staff who will
consult with such others as necessary before developing and recommending to
the CTF Board of Directors a national action plan on matters arising from
communications technology use, including cyber-bullying.

figure 6.4. Canadian Teachers’ Federation communications technology concern
resolution.

What Drives the Urgency?
What I find most ironic about this “urgent” need to address cyber-bullying
as expressed by teachers is that for decades, bullying between schoolchildren
was generally accepted as a part of growing up, especially in schools. Even the
OTC Survey (2007) shows that whereas 84 percent of respondents reported
having been cyber-bullied and 41 percent knew about their colleagues being
cyber-bullied, only 33 percent definitely knew about their students experiences
with this, and 25 percent said that they definitely did not know about their
students being cyber-bullied. These results suggest that teachers may be less
attuned to their students’ experiences as victims of cyber-bullying. Some of my
doctoral research findings, as highlighted below, support this proposition.

It was not until Dan Olweus (1978) published his work on the serious con-
sequences of bullying in the late 1970s that interest in the subject really took
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hold. Before that, children who were victimized and complained were per-
ceived to be “tattletales” and of weak character. It was not until as recently
as early 2006, when Facebook, MySpace, LinkdIn, Ratemyteacher.com, and
other online social networks really began to surface as popular venues to dis-
cuss authority figures that a larger number of teachers began to pay serious
attention to cyber-bullying. It has now become a priority for teachers in many
countries. Peer-to-peer bullying and cyber-bullying appears to have been less of
a problem. Consider some of the findings from my doctoral research regarding
teachers’ responses to traditional bullying.

A Wall of Defense
Evidence in the research on traditional bullying suggests that until recently (the
beginning of the this century) teachers and school officials involved in well-
publicized cases of bullying and emerging litigation2 are alleged to display a
pattern of denial, culminating in a “wall of defense” that emerges through com-
plaints filed in court or conveyed in personal communications3 by at least nine-
teen Canadian victims of bullying. David Knight, mentioned in earlier chapters,
and his mother, Nancy, supported these claims in a lawsuit they filed against
their school in Ontario, Canada, but that is now in settlement negotiations.
Several Canadian cases serve as examples in which teachers, with the support
of school officials, refused to take bullying seriously despite repeated reports
from students who were being targeted. From this small number, few cases went
to court because most were settled before trial. However, the parents of these
children formed advocacy groups to publicize their experiences and frustration
with the way their schools handled their situations.

Teenagers Azmi Jubran, Hamed Nastoh, Jamie Dufour, Andrew Forin, and
Dawn-Marie Wesley were all victims of bullying. In every case (with the excep-
tion of Wesley), the parents reported the incidents to the school, and in each
case, the parents publicly claimed that little action was taken by the school
to protect their children. Azmi Jubran, as I have noted, eventually brought a
human rights challenge against his school and principal; Hamed Nastoh ended
his life by jumping off a bridge; Jamie Dufour’s parents commenced a civil action
for gross negligence but abandoned it before the trial; Andrew Forin was sus-
pended from school for filming a school fight made public by the media, and
Dawn-Marie Wesley hanged herself after receiving a threat from one of her
perpetrators, despite having visited a school counselor for help.4

Most of the parental accusations were not adjudicated by a court or tribunal
and therefore remain accusations rather than proven facts, because most were
settled out of court or abandoned. Nonetheless, the pattern of complaints is so
consistent across all the cases that the schools’ actions (or lack thereof) cannot
be ignored or discounted. All the bullying cases contain the following pattern
of complaints against schools:

� Teachers and administrators often assumed the victim invited the bullying
and often denied that bullying was a problem at the school.
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168 CONFRONTING CYBER-BULLYING

� All the schools noted that they had zero-tolerance policies and antibullying
programs. They referred to mission statements, school policies, and student
codes of conduct, apparently assuming that stated intent absolved them of
responsibility to implement them appropriately.

� Teachers and school officials accused parents of overreacting and apparently
viewed them as troublemakers and harassers.

� If the victim retaliated against the perpetrators, the victim was suspended
more often than the perpetrator.5

� The bullying continued well after teachers and school officials were made
aware of the situation.

� Victims had to leave the school while the perpetrators remained, without
being held accountable for their actions (until, in some cases, public outcry
resulted in criminal charges being made against the perpetrators). Little or no
action was taken to suspend or otherwise discipline the perpetrators, despite
the existence of zero-tolerance policies.

� Teachers and school officials refused to acknowledge the problem and there-
fore did not make a concerted effort to investigate the bullying or provide
consistent protection of the victim.

Tacit Condoning of Peer-to-Peer Bullying
One may well wonder why educators would tolerate bullying among peers and
why students have so little faith in gaining support from school officials. One
possible reason for this is the lack of knowledge or awareness that certain forms
of behavior do, in fact, constitute bullying. Time might also be a factor. Boulton
and Hawker (1997) suggest that some teachers might not address psychological
bullying (unless it is directed at them) simply because they have little time
to deal with the problem. They note that physical injuries take precedence
over verbal bullying because they can be established with more certainty in
court.

Thus the various demands on teachers, including classroom instruction, stu-
dent supervision, and the unlimited possibilities for perpetrators to cyber-bully
their peers might cause them to become overwhelmed and ignore the prob-
lem unless it involves authority figures. Moreover, MacKay and Flood (2001)
observe that budget restrictions and staff shortages may make it difficult for
teachers to follow through adequately on policy directives. Teachers today must
deal with large class sizes, ethnic diversity, and students with a range of abil-
ities and disabilities who come from varying backgrounds and social classes.
This level of diversity presents many opportunities for discriminatory forms of
bullying and less time for teachers and administrators to address them. Con-
sequently, the school climate can become less tolerant of individual students’
differences and more reliant on harsher zero-tolerance policies6 that are ran-
domly applied to all students, irrespective of each student’s situation.

Smith and Sharpe’s (1994) study involving 7,000 British students in Sheffield
revealed that some teachers showed little concern for bullying victims. In some
schools, teachers even instigated bullying through name-calling. Although these
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teachers represent only a small percentage of those in Sheffield schools, it is trou-
bling that such attitudes exist. Today, teachers are better educated on how to
communicate positively with students, and one would hope that the situation
would have improved during this time. Regardless, given the proliferation of
information and programs that have emerged since the 1990s, the sudden con-
cern among teachers to deal urgently with cyber-bullying because they are now
its targets suggests that most are realizing for the first time its psychological
impact and its effect on their working environments, yet many overlooked
the impact of peer-to-peer bullying on students’ learning environments in the
past.

As I noted earlier, perpetrators are often leaders who can be well liked by
teachers and peers (DiGiulio, 2001; Juvonen & Graham, 2001; Katch, 2001;
Olweus, 1978). This may explain why some teachers do not take victim com-
plaints seriously. If teachers witness only the good behavior of certain perpe-
trators, they may not believe victims’ claims. Moreover, as the National Crime
Prevention Council (1997) reports, victims are often unpopular with peers or
teachers. Research by Petersen and Rigby (1999, as cited in Campbell, 2005)
also found that many young people do not report bullying or cyber-bullying
because they think their report will not be believed or that the incident will be
trivialized by adults. They found that less than 25 percent ever report bullying
because they “do not have much faith that adults can solve the problem and
fear that adults might make it worse” (Peterson, 1999, as quoted in Campbell,
2005). Both my own research (Shariff, 2007) and Campbell’s (2005) confirm
that students are reluctant to report cyber-bullying to teachers because they
believe nothing will be done about it.

Some theorists (Jiwani, 2001; Larson, 1997; Perkins, 1997; Razack, 1998;
Sefa-Dei, 1997; Wason-Ellam, 1996) suggest that teachers might be particularly
insensitive to the needs of children who are already marginalized on the basis of
race, sexual orientation, poverty, or disability (or ability), unwittingly creating
a discriminatory school environment. Glover, Cartwright, and Gleeson (1998)
report that those teachers who had never experienced bullying or racial or other
forms of discrimination may not recognize teasing as bullying.

Now that they are on the receiving end of the cyber-bullying, teachers may
stand up and taking notice. Scholars have also made the important observation
that although the student population in North American, British, and European
countries is ethnically and culturally diverse, and increasingly so, a parallel
diversity is not reflected in school staff or administration. Razack (1998), Dei
(1997), and others (Epp, 1996; Handa, 1997; Jiwani, 2001; Perkins, 1997) note
that the majority of teachers and school administrators in Western schools are
predominantly white, whereas the student population includes many students of
Asian, African, Hispanic, East Indian, and Middle Eastern descent. They point
out that despite being aware of discrimination, some educators continue to view
conflict through Eurocentric, androcentric, and middle-class lenses. Teachers
apply their own frame of reference to others’ reality, and if the behavior does not
fit their experiences, they may not consider the possibility of harm. This makes
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it difficult for many bullied students to identify closely with their teachers – and
vice-versa.

PARENT VERSUS TEEN CYBER-BULLYING

Recently, a highly disturbing and controversial case has drawn significant atten-
tion from media and the justice system in the United States. The case involves
a forty-seven-year-old Missouri woman, Lori Drew, who took on the identity
of a sixteen-year-old boy named Josh to lure her daughter’s thirteen-year-old
friend Megan into an online relationship. Posing as Josh, Mrs. Drew’s messages,
initially friendly, suddenly turned nasty on October 15, 2006, culminating in a
statement that read “The world would be a better place without you” (Maag,
C., 2007, http://www.nytimes.com/2007/11/28/us/28hoax.html, accessed Jan-
uary 13, 2008). Megan Meier had trusted in “Josh” as her online boyfriend.
Devastated, she took this message literally and committed suicide. While the
teen was already on anti-depressants, this email is assumed to have pushed
her over the edge. Her mother discovered her in a closet, hanging from a belt
(ibid.)

Controversy has arisen over the fact that local and federal authorities in
Missouri investigated the case but did not press charges against Mrs. Drew
because her online behaviour “might’ve been rude, it might’ve been immature,
but it wasn’t illegal” (ibid.). However, the U.S. Attorney’s office in Los Ange-
les is reported to be looking into the case with a view to charge Mrs. Drew
with federal wire fraud, as well as cyber fraud against MySpace, as its head
office New Corp., is based in Beverly Hills, California. Although the possibility
for successful prosecution of MySpace is minimal because of established legal
precedents that categorize ISP providers as “distributors” and not “publishers,”
absolving them of the obligation to monitor discourses on their networking sites
(see discussion of cyber libel in Chapter 3), this case is worth watching for its
own precedent-setting value if Mrs. Drew is successfully prosecuted for wire
fraud. Regardless of the legal issues it raises, it supports my argument from an
ethical perspective, that adults are sometimes the worst abusers of cyberspace.
Similarly, it is often adults that frame reality to fit their own agendas, most
often at children’s expense.

School Officials, School Reputations, and the “Official” Story
Many schools continue to rely on the traditional authoritarian approaches
toward school and student management that have been around for decades,
since the time when schools were much more ethnically homogeneous. Unfor-
tunately, those models are less effective in a pluralistic school population, espe-
cially when new technologies and cyber-bullying are involved.

As we have seen, the Internet has created new dilemmas for educators, and
many of them state they are unprepared for and quite uncertain how to handle
these issues; yet they are very vocal when the bullying is directed at them.
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Moreover, reports from Britain, the United States, and many other parts of
the world suggest that educators’ policy and practice responses continue to be
reactive and more heavily focused on control of behavior than on prevention
through education options. Some of those responses are featured later in this
chapter. First, however, consider these comments in 2006 by a school standards
government official, as reported in the Guardian:

A culture of disrespect and failure to take responsibility will not be tolerated. . . . It’s easy
to lose sight of the fact that pupil behaviour in the majority of schools is good for most
of the time. . . . But it takes only a handful of poorly behaved pupils to make life difficult
for teachers and disrupt the education of other pupils.

(Press Association, 2006)

When we consider the legal responsibility of schools to ensure that they do
not create a “deliberately dangerous” or “poisoned” environment, as discussed
in Chapter 5, this school official’s comments illustrate that although he attempts
to meet his obligations to foster a culture of respect, the means that he suggests
(suspensions) are in and of themselves largely intolerant. What school officials
do not realize when they implement zero-tolerance approaches is that they
might be modeling the very forms of intolerance that students are protesting
online. As with the case of A. B. (A. B. v. State of Indiana, 2007) in Chapter 4,
quite often students are protesting autocratic approaches that already create a
negative school culture.

Another factor that often plagues school administrators are poor relation-
ships between administration and their staff, and among the staff members
themselves. This makes for a potent recipe. For example, the administra-
tors at one school that experienced antiauthority forms of student expression
explained that they were frightened of returning to school after the summer
because the teachers were seeking “blood.” The teachers’ anger toward some
of the students was surprising given that even the administration admitted most
student comments were innocuous and close to the truth. There appeared to be
few libelous comments with one or two exceptions.

In attempting to understand the rage of the teachers who demanded that
at least four of the students be removed from the school, I asked the school
administrators about the culture at the school.7 Our conversation disclosed
that the school had a history of fractured political relationships. The school was
taken over by several school boards throughout its history and had experienced
changes with many new administrators who came and left, while many of the
staff remained at the school. Because of its prestigious academic reputation, the
school is popular with teachers and parents. The teachers and student body are
largely homogeneous (mainly from European backgrounds) with few students
from other ethnic groups. Many of the teachers are set in their ways, endorsing
a disciplinary and didactic approach rather than the more interactive and open
approach advocated by the Quebec Ministry’s educational reform package.
Relationships between the teachers themselves within departments have not
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been friendly, and relationships between faculty and administration have also
been hostile.

It became apparent during my conversation with school administrators that
the teachers at this school might be using the Facebook incidents as a way
to get back at school authorities. The effect of frustrations that have festered
for many years appear to have exploded to the surface. Unfortunately, the
students became scapegoats of the power struggle between faculty and school
authorities.

In this political struggle, the fact that the students are immature, make mis-
takes, and do not necessarily realize the impact of their comments is lost.
Moreover, the realization that teachers are responsible for educating students
to engage in inclusive and socially responsible discourse is also overlooked as
teachers take entrenched positions. These situations create chilled and poisoned
school environments that support violence and discrimination, making it diffi-
cult to learn. It is not surprising, then, that the discontent of the school climate
was reflected in student online comments about their teachers. Although the
entire focus has been on the students and their bad behavior, teachers and
schools are missing the crucial signs that indicate something is wrong at their
schools that this needs to be addressed immediately. This could require an entire
restructuring of the school culture when negative feelings are so embedded and
endemic. Suspending and removing students who have the courage to comment
(albeit in immature ways) on a poisoned school culture will by no means fix
the problem. The students are not always the problem. The Internet and Face-
book and YouTube are not always the problem. The problem resides within the
school culture – with the long-time teachers and their negative feelings about
the way things are done and with every new administrator who attempts to
second guess what exactly the teachers want and who are in some ways afraid
of teachers’ protests and their pressure to give in to their decisions. These are
the hierarchies of stakeholder power that can play themselves out in schools.
School officials often fail to realize that in leaving issues unresolved, they are
in fact creating a deliberately dangerous environment for both students and
teachers and thus failing to meet their legal responsibilities to foster positive
school environments.

Extension of power to teachers under legislation, combined with a zero-
tolerance environment, may also create unequal opportunities for students from
traditionally excluded groups or students who are biologically predisposed to
behavioral problems. Ross-Epp (1996) suggests that when schools emphasize
complicity and competition, they perpetuate systemic violence against margi-
nalized students:

Systemic violence is found in any institutionalized practice which adversely impacts on
students. To be damaging, practices do not have to have a negative impact on all students.
They may be beneficial to some and damaging to others.

(p. 3, emphasis added)
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Thus many practices that are assumed to be beneficial may, in fact, be the very
processes that marginalize some students. The following are some examples.

The Official Story
Consider Andrew Forin’s case. Andrew, a teenager and an avid videographer,
had heard about a prospective fight on the school grounds and decided to
videotape two boys who were beating up a smaller child while a large number
of supporters looked on, cheering. After taping the fight, he went to his weekly
job at a television station where he showed his tape to one of his supervisors.
She offered him $300 for it without explaining the ramifications to him. The
tape was immediately distributed to media networks, which aired the tape that
evening. School officials were angry that Andrew had sold the tape to the media
and suspended him the next day but did little to discipline or even interview the
students who conducted the beating, even though its brutality drew questions
from the public about the problem of bullying at the school. As we know, the
media are known to sensationalize events (see also Dolmage, 2000). Andrew
found himself in a catch-22 situation: The school suspended him, claiming that
his video gave the school a “black mark,” and at the same time, he became
a victim of media sensationalism. The furor over his video diverted attention
from the most important issue: the actual bullying and beating of a smaller boy
that had occurred at the school. The perpetrators were not disciplined until the
public called for charges of criminal assault, which were filed twelve months
after the beating took place. It appeared that teachers and administrators were
less concerned about the bullying than the school’s reputation and public image.

Larson (1997) found a similar pattern in her investigation of a racial conflict
in a U.S. school and offers an explanation for this pattern of denial among
teachers and school administrators. She notes that administrators have tradi-
tionally been more concerned with good housekeeping and school reputation
than with examining what drives the conflicts in the first place. When bullying
or violence is publicized, it reflects poorly on a school’s reputation. Therefore,
the initial tendency can be to downplay the situation or deny that a problem
exists. Moreover, instead of investigating the root causes of a situation, schools
sometimes redefine the problem, blaming the victim, or implying that he or she
is a danger to others.

Larson examines an American case in which black students who were bussed
to an all-white school attempted to draw attention to a racial problem by
burning a flag at a talent competition. The black students were immediately
suspended for being dangerous, even though one of them was an honor-role
student and had no record of violence. Larson concludes that by magnifying
the perceived danger of the black students’ actions, school administrators failed
to address the root problem of racism at the school.

Teachers’ and school officials’ responses in these cases have similarities to a
number of the recent cyber-bullying cases involving students’ online postings
about teachers and school personnel. At a Roman Catholic school in Ontario,
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nineteen students were suspended for “bullying” their school principal on a
Web site. Student postings included calling the school principal “The Grinch
of School Spirit,” directing sexually explicit remarks at him and displaying
pictures of Osama bin Laden and Adolf Hitler. Consider the observations of
one school official:

[W]hile the school board has dealt with students cyber-bullying each other, he is not
aware of any previous attack on a staff member, which is a transgression of the board’s
code of conduct. . . . This is very dangerous ground these kids are treading on. It’s not
conducive to the moral tone of the school, and it undermines authority. It is damaging
to the reputation of this school.

(Rusk, 2007)

The reporter interviewed a student who said that suspended students
included the president and other members of the student council who had
been added as officers of the chat room without their permission. Although she
agreed that the online postings were slanderous, in her opinion the punishment
was too harsh because it would go on the students’ record and prevent them
from being accepted at universities of their choice. Although the undermining
of authority is definitely a serious issue, it is not clear why victimization of
children who might commit suicide as a result of cyber-bullying is less impor-
tant. The school official in this case did say that if it had involved peer-to-peer
bullying, the students would have received even longer suspensions. Yet this
leaves open the question as to what schools believe will be accomplished by
harsh punishment. Whether students receive a ten- or twenty-day suspension
makes little difference in the context of alleviating the issue, other than getting
the perpetrators out of school administrators’ hair for a few days and calming
the teachers.

SELECTION OR CENSORSHIP?

Although I have already dealt extensively with the role of teachers in addressing
bullying and cyber-bullying, it is important to highlight their power in shaping
what children learn and access through a censorship perspective. Teachers and
principals are the most accessible school personnel, and therefore the majority
of challenges that relate to what children learn and how they are expected to
communicate are first directed to them (as opposed to school counselors, school
commissioners, and school trustees). Increasingly, we see that what teachers
discuss in the classroom is under the lens of public scrutiny. Therefore
educational specialists often need to engage in a great deal of self-censorship,
especially when examining political issues in the classroom. These education
officials, in an attempt to avoid conflict or potential legal suits, may acquiesce
to the demands of protesters. Consequently certain topics or resources may
not appear in the classroom. Moreover, educators have been found to engage
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in self-censorship on a regular basis (Arons, 1986; Dick & Canadian Library
Association, 1982; Shariff & Johnny, 2007; Shariff & Manley-Casimir, 1999).
These authors all explain that censorship controversies among parents, stu-
dents, and teachers can cause a chilling effect in the school environment, and
thus their educational decisions on the types of resources to include and the
content of dialogue and classroom discussions may be motivated by a need
to protect themselves. A controversial book banning case in Surrey, British
Columbia, Canada, is a clear example, as parents threatened to sue any teacher
within the Surrey School District who ventured into discussions of homosexu-
ality in the classroom. This resulted in a chilled silence by teachers in the district
who did not speak up against the banning of the children’s books from kinder-
garten classrooms, even though many found the books innocuous and helpful
in addressing homophobia, bullying, and cyber-bullying (see Shariff, Case, &
Manley-Casimir, 2000 for details on this case).

Noll (1994) confirms that highly publicized educational resource challenges
have a ripple effect in the classroom because they dissuade teachers from dis-
cussing certain topics with students. This concludes in a type of self-censorship
in which education officials fail to include materials that are approved by the
ministry for fear of invoking anger or dissent in their school communities. As
noted earlier, the tendency among many teachers and school officials is to avoid
controversy by banning or attempting to sweep sensitive issues under the rug
in the hope they will go away and school reputations may be preserved. As
I have argued elsewhere (Shariff & Johnny, 2007; Shariff & Manley-Casimir,
1999), this tactic almost always backfires in heated controversy. Whether it is
in books or in online communication, the minute there is any disagreement
about whether such content should be censored or banned, people run to buy
the book before it is taken off the shelves or immediately log on to the offending
Web sites to read the offensive content and make a determination of their own.
The recent controversies relating to material posted on Facebook, YouTube,
and other sites have had exactly that effect. Although technology providers are
less reluctant to remove the content, there is often a delay of a day or two before
some postings can be removed. As Roher (2007) explains, the complainant has
to establish that the content is sufficiently offensive to be removed from a site.
As I discuss in the next chapter, the jury is still out on what forms of online
content can be considered sufficiently serious to be removed.

Parents as Censors
Parents are among school stakeholders influenced by the way in which the
media frames certain situations. Parents elect school board trustees, who in
turn bow to pressure from government officials to restrict and control what
sources of knowledge are presented to children in schools. School principals
and teachers, in turn, bow under pressure from parents, schools boards, politi-
cians, and the media, concerned about their public image and reputation in
the educating of “moral” citizens. In turn, they self-censor or restrict access
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to or expression of certain forms of student communication. What they all
fail to realize is that instead of creating a positive, empowering, and engaging
learning environment, these intersecting and interlocking systems of oppression
(Razack, 1998) stifle creativity, growth, and intellectual inquiry and innovation.
They instead provide a breeding ground for prejudice and bigotry, autocratic
hierarchies of power, and marginalization of students from underrepresented
or underprivileged groups who do not meet the norm. Parents often assert
their “parental prerogative” to intervene in what their children are exposed to
or learn at school. In the literature on school censorship, there are numerous
examples of parents who pressure school boards, administrators, and teachers
into banning educational resources containing sexual content, information on
witchcraft, references to homosexuality, and so on to which they do not want
their children exposed (Arons, 1986; Dick & Canadian Library Association.,
1982; Shariff & Johnny, 2007; Shariff & Manley-Casimir, 1999).

It is important to consider not only the positions that parents are taking with
respect to the issue of cyber-bullying but also the history of parental prerog-
ative in school censorship controversies. The role of parents in shaping what
forms of knowledge and information children are exposed to in schools cannot
be discounted. Parents can wield great power when they organize to pressure
school boards and administrators into censoring perspectives they do not want
to reach their children.

Parental Prerogative on Educational Resources
My research to date on parental prerogative to challenge schools on educational
resources discloses that the majority of protests come from parents who feel
that certain topics, books, or films are ill suited for children. What is clear is
the power parents have over school boards, schools, and government to shape
what is selected for inclusion or censored from school classrooms (and now
online learning).

The American Library Association (2006) estimates that in the United States,
more than 70 percent of book challenges come from parents alone. Increasingly
parents have also begun to assert their parental prerogative and their right
to have a say in what their children are taught in the curriculum, as well as
in the way they are socialized in public schools. The following examples of
school censorship cases in which parents have challenged what their children
are exposed to may not be directly related to cyber-bullying, but they show the
extent of control that parents can exercise on schools to ban certain kinds of
information.

Since the introduction of the Johannes Gutenberg printing press in 1455, the
issue of banned books has escalated. Foerstel (1994) explains that once speech
could be printed, it became a commodity to be controlled and manipulated on
the basis of religion, politics, or profit. On the Internet, these opportunities are
multiplied infinite times, which in turn limits the amount of control that can be
exerted. Until now, books have been challenged and banned worldwide for a
variety of reasons. Where young children are involved, overprotective parents
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have pulled no stops to prevent their children from being exposed to harmful
books and resources – from the trivial depiction of a bottle of wine being
brought to a sick mother in a picnic basket in the fairytale “Little Red Riding
Hood” by the Grimm brothers (Foerstel, 1994), to witchcraft and wizardry
in David Booth’s famous fourth-grade readers, the Impressions series. Booth’s
series contains a story titled “In My Feet” in which a pair of giant boots kidnaps
a child’s parents and takes them away. Parents in Alberta, influenced by Jerry
Falwell’s right-wing religious group in the United States, were so upset by the
witchcraft in the story, they held the principal of a school in Mayo, Alberta,
hostage. These powerful stakeholders threatened not to release him unless he
removed the books (Shariff & Manley-Casimir, 1999).

A review by Jalongo and Creany (1991) found that children’s books are
usually censored for three reasons:

1. mature or realistic content inappropriate for a young and captive audience,
2. profane or obscene language, and
3. inappropriate sexual content.

Herzog’s (1995) study on school censorship in the rural hills of Appalachia
in the United States supported these findings. Herzog categorized school cen-
sorship by looking at the nature of censorship events, the objects of censorship,
the initiators of censorship, and the motivation of the protestors. Her research
confirmed what I have already noted – that the nature of school censorship
centers around community values, school location, cultural influences, religious
beliefs, and public controversies – what Steven Arons (1986) refers to as “corro-
sive, irreconcilable and proliferating conflict between government and family”
(p. 8). Herzog also observed that the objects of censorship include curriculum
materials, school texts, school library books involving cultural literacy, scary
stories, fantasy, folktales, violence, the occult, witchcraft, taboo words, secular
humanism, sexuality, creationism versus evolution, and political correctness.
She observed that the initiators of censorship primarily consist of those who
seek to maintain a curriculum of orthodoxy and conformity. This generally
involves the far-right censorship network. At the other end of the spectrum,
censorship is increasingly initiated by those farther to the left.

Censors have also targeted young adult literature. Sacco (1994) notes that
literature directed toward this age group emerged in the 1930s, but it was only
in 1967 that a new type of young adult novel came into play – the “problem”
novel. Problem novels deal with issues that youth encounter in their journey
toward adulthood. Topics covered by these books often include taboo topics
such as abortion, sex, homosexuality, racism, violence, abuse, and so on. Over
the years, the quality of young adult novels has improved significantly, to the
point that teachers are increasingly using problem novels as classroom texts,
replacing classic novels that students no longer find interesting or relevant.
However, with the introduction of such novels in classrooms came problematic
censorship controversies. Parents often challenge books that contain numerous
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swear words and obscenities. Bringelson (2005) explains that for a young adult
to be able to imagine a scene, the author must use the slang and vulgar expres-
sions that youth use today. At this point, it is important for the teacher to step
in and explain that they do not condone such language. The books are mainly
used to help youngsters appreciate that in some contexts in the real world,
offensive language is used.

Sexuality in young adult novels also invites censorship. This can include
a teenager’s first sexual experience, masturbation, sexual desires, abortions,
menstruation, and homosexuality. It is well known that adolescents are curi-
ous about sexuality and thus important that they are exposed to information
within a supportive environment. Such books allow students to learn about the
realities of life without being embarrassed. Nonetheless, books such as Alice
Munro’s novel, Lives of Girls and Women, in which the main character sees
male genitalia for the first time, was petitioned to be banned from a Toronto
high school in 1982 (Wallechinsky, Wallace, Basen, & Farrow, 2005). Similarly,
Mrs. Serup, a parent in Prince George, British Columbia, removed the books
Boys and Sex and Girls and Sex from the Prince George High School library.
When asked to return them, she filed a lawsuit, claiming that her free expres-
sion rights under Section 2(b) of the Canadian Charter of Rights and Free-
doms had been infringed by the school administration. The British Columbia
Court ruled that her behavior was disruptive to student learning and that hav-
ing the books in the school library did not offend her expression rights. She
was concerned that she did not want her teenage son to learn about sex at
school.

British Columbia in Canada seems to attract censorship controversies. In
1993, in Abbotsford, a right-wing Christian community, teenager Katherine
Lanteigne wrote a play titled If Men Had Periods and submitted to a competi-
tion for $1,000 scholarship. The play was banned from the competition. This
drew so much media attention that the local newspaper, the Vancouver Sun,
held a debate to assess people’s views on whether it ought to have been banned.
Katherine was given $1,000 to air the play on the Canadian Broadcasting Cor-
poration airwaves – the country’s national broadcasting system. Katherine’s
teacher commented that the play in and of itself was not good enough to win
the competition but the board should have allowed her to enter it. Instead, a
mediocre play received more attention than the winning play. This supports
my position that when educators attempt to sweep sensitive matters under the
rug, they in fact emerge with twice the prominence and generally embarrass the
censors. Books that are banned often sell more copies than they would have
because people rush out to buy them to see what the controversy is about.
Other young adult books that have sparked controversy include Judy Blume’s
novel Are You There God? It’s Me, Margaret, which deals with masturbation,
menstruation, and intercourse.

Violence is another topic that some parents want their children to avoid.
Anthony Burgess’s A Clockwork Orange, which depicts rape and violence, has
invited many protests when it has been a required high school text. Moreover,
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the Captain Underpants series by Dave Pilkey was reported by the American
Library Association (2006) as the most challenged book of 2005 because its
antifamily content was perceived as unsuited to the age group and violence.
Steven Arons defines the motivation of the protestors as “a general struggle for
meaning . . . one between the forces of private dissent and the agents of public
orthodoxy” (as quoted in Shariff & Manley-Casimir, 1999, p. 161). Those
who challenge school curriculum are often motivated by one or more of the
following:

� Religious and moral differences
� Fundamentalist parental overprotection or modern liberal values
� Politics, authoritarianism, and a desire to protect administrative jobs
� Fear of psychological manipulation
� Different interpretations of the purpose of education
� Fear of change
� Words and meanings taken out of context

The popular Harry Potter children’s books have appeared on many library
and school challenged book lists (Wyman, 2000b). Parents question the appro-
priateness of Harry Potter books for use in the classroom because they depict
wizardry and witchcraft and apparently “carry a serious tone of death, hate,
lack of respect and sheer evil” (Shariff, Case, & LaRocque, 2001). J. K.
Rowling’s response is generally one of resignation. She states that if we attempt
to ban all books that mention witches, we would have to remove most classical
children’s stories. Through her characters, Rowling introduces young readers
to the endless conflict between good and evil. She explains that Harry repre-
sents a child with a deep moral conscience who has a “human underbelly” (as
quoted in Wyman, 2000a). Moreover, Rowling stresses the difference between
choosing the right path as opposed to finding an easy way out of a difficult
moral situation. Child psychologist Bruno Bettelheim (1989) concurred with
this perspective many years ago. Bettelheim explained that when stories force
children to confront good and evil through witchcraft, magic, and other forms
of imagination, it actually helps them develop a moral framework for under-
standing the differences between right and wrong. The deepest conflicts between
stakeholders are related to values. In the following case, the disputes were over
religious and secular values.

As already noted, religious parents have had significant impact in having
books depicting same-sex families removed from the curriculum in some school
districts, while at the same time, same-sex parents assert their rights to have their
children’s family backgrounds validated in the curriculum. Parents also assert
their rights in the realm of special education, from requesting full integration
of children with special needs into regular classrooms to the streaming of gifted
students in separate classes or specialized programmes where they can learn
with peers at their own intellectual levels. With an increasing public distrust of
the school system, parents have also expressed their rights to review student
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records and question teachers’ evaluation of their children’s progress. At times,
parents can get carried away in their zeal to protect their children.

It is no surprise, then, that the complexities of new technologies have parents
and schools feeling helpless and out of control. Fear of change and fear of what
their children will learn or access in cyberspace is a legitimate concern for
parents – especially those who were formally able to influence the schools to
address their parental prerogative.

Government Influence
Although governments such as the European Union play a vital role in devel-
oping responses to cyber-bullying, British Web sites, proposed U.S. legislation
(e.g., the Deleting Online Predators Act [DOPA] of 2006), and similar legisla-
tion in Singapore, South Korea, and India, they also have a large influence on the
initial selection of learning resources. Governments have significant power in
shaping the types of student expressions that are allowed in schools, informing
and molding young people’s attitudes and values within the school itself. Most
schools are agents of the state. Their primary responsibility is to develop young
people’s values and dispositions toward civil and social responsibility, so that
they can contribute constructively to the democracies in which most of them
live. Nonetheless, the political and systemic thrust toward control of informa-
tion often makes this antithetical to the spirit of education and democracy.

The legislative initiatives that a number of governments have introduced
are largely in reaction to demands by the public and educators to do some-
thing about cyber-bullying. The proposed DOPA bill referred to in Chapter 7
is one example, as is the amended Ontario Education Act and the legislation
introduced by the South Korean government that criminalizes certain forms of
online expression (see Chapter 3).

Censorship of expression, whether it is in the form of what students say or
what they read and learn, is not a new phenomenon in schools. Governments
have always promoted political agendas through the types of learning materials
they approve. However, until the advent of information technologies, those
materials were generally tactile – in the form of textbooks, library books, video-
tapes, photographs, tape recordings, and so on. They were not a moving target
as expression and information now are, in cyberspace.

Apple and Christian-Smith (1991) remind us that educational resources are
not simply “delivery systems” that convey a set of objective “facts.” Instead,
they are creations designed and selected by people with a particular set of
interests. The recent panic to amend existing legislation and bring in new laws
to “control” bullying and cybers bullying indicates that many politicians are
nervous about online student expression because they cannot control informa-
tion that is accessed online and therefore cannot ban it. In other words, they
cannot ban specific online content because it takes different forms, in blogs,
chat rooms, e-mail, MSN, cell phone texts, online videos, and social networks
such as Facebook.
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When government officials approve learning materials that favor one world-
view over another, it is arguable that they engage in shaping knowledge by
failing to represent multiple perspectives. This point is exemplified in a num-
ber of conservative states in the United States and some Canadian provinces
where official textbooks omit any discussion of homosexuality as a legitimate
lifestyle. This in turn might play a significant role in the level of homophobic
cyber-bullying that takes place. The United States, of course, is not the only
nation where the education system is vulnerable to the interests of politicians.
In many countries, the government is one of the primary institutions through
which education is offered to the public, and therefore the selection of educa-
tional materials and policies has close links to the ideological interests of those
who govern the nation.

School Boards
Along with ministries of education, school boards also have significant dis-
cretionary powers. For example, in British Columbia, Canada, Section 85 of
the School Act states that school boards have the power both to “determine
local policy for the effective and efficient operation of schools” and to “approve
educational resource materials and other supplies and services.” Moreover, Sec-
tion 76(3) suggests that “the highest morality will be inculcated but schools will
be run on a strictly secular and non-sectarian basis.” On one hand, this pro-
vides board members with the autonomy needed to select resources and policies
suited to the needs of their school community. However, when it advocates the
“inculcation” of the “highest morality,” it raises important questions about
whose values can be considered to be of the “highest morality?”

On the other hand, it is arguable that even the decisions of board members are
susceptible to political pressures and outside influences. For instance, as elected
officials, school trustees are accountable to their voters and vulnerable to the
demands of special interest groups. One of the ramifications of this structure
is that educational decisions are sometimes propelled by the need to appease
powerful voices rather than a genuine concern for the diverse perspectives and
values of the school community. With the emerging concerns relating to insults
that have been posted on social communications tools such as Facebook and
YouTube, school boards, like the governments in various parts of Canada,
the United States, Ireland, and England, have had to bow under considerable
pressure from teachers’ federations and teachers’ unions.

With the emergence of cyber technologies, school board officials world-
wide are undoubtedly concerned about how to manage access to informa-
tion that was previously much easier to control. As the diversity within school
populations becomes more multicultural, multiethnic, multireligious (and more
interesting), the challenges for school boards increase as they attempt to navi-
gate competing rights and interests. As the OCT survey shows (See Figure 6.5
above) teachers believe that school boards have a significant responsibility to
formulate and explain rules and state the potential for consequences. However,

Cambridge Books Online © Cambridge University Press, 2009use, available at https://www.cambridge.org/core/terms. https://doi.org/10.1017/CBO9780511551260.007
Downloaded from https://www.cambridge.org/core. IP address: 80.57.136.161, on 10 Nov 2017 at 08:07:56, subject to the Cambridge Core terms of

https://www.cambridge.org/core/terms
https://doi.org/10.1017/CBO9780511551260.007
https://www.cambridge.org/core


182 CONFRONTING CYBER-BULLYING

A. There are formal,
well understood
rules with potential
consequences.

B. There may be
formal rules but
they are not widely
understood.

C. There are informal
rules.

D. There are no rules.

DNK (do not know/no
opinion)

DNK 9%

D 6%

C 11%
B 25%

A 49%

Question: Which  of the following statements best describes any policy that your school 
or board may have on how students may communicate on the Internet and web sites or 
in e-mail and chat room?

figure 6.5. School policy. Reproduced with permission of the Ontario College of Teach-
ers (2007).

the expectations of school boards by teachers need to be reconceptualized to
stress that they concentrate on improving the school culture rather than engag-
ing in punitive codes of conduct. As the OCT survey question that follows
evidences, most school boards implement formal rules with potential conse-
quences. Although the questions did not allow for expansion to determine
whether such formal rules might be supplemented or supported by initiatives
that engage students in a discussion about why they should not engage in cyber-
bullying, in and of itself the response of 49 percent of the participants suggests
that this may not be the case.

Media Influence on Censorship and Positivist Laws
Given that issues involving antiauthority cyber-bullying have begun to emerge
only recently (2006–2007), few scholarly studies have yet qualitatively surveyed
its incidence and school responses. Therefore, throughout this book, I have had
little choice but to rely to some extent on media reports and on personal com-
munications from school administrators and teachers to discuss case studies. I
reiterate that I am all the while conscious that there may be aspects of those
cases that are not disclosed in the media reports or personal communications.
Nonetheless, I contend that no matter how the media frames the issues, there
are definitely clear patterns that emerge in most reports. These reflect the fact
that students and technologies have become scapegoats for deeper systemic
hierarchies of power within schools and among stakeholders that ought not to
be overlooked in our attempts to address the policy vacuum.

I support Edwards (2005) and Mazzarella (2005) when they caution that
the news media can control reality to a certain extent by framing stories to
fit certain agendas and control the message to place the spotlight on certain
issues over others. When media reporters and editors select information and
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wording to formulate a new story, they in effect become powerful “censors” of
information that ought to reach the public but is often left out of the picture or
given less focus. Engaging in critical media literacy is not a simple task, but it is
an essential one. An entire body of scholarship has emerged in the last decade to
convince us about the utility and necessity of engaging in critical media literacy
(Chomsky, 2007; Macedo & Steinberg, 2007; Shaheen, 2000, 2003).

Although I did not systematically go through more than 100 new report
articles on the topic of cyber-bullying to identify specific patterns, as I write this
book, I have quickly become aware of clear patterns. I am at present surrounded
by at least forty or fifty print media reports, many of which were reported in
the last year (2006–2007), as they relate to antiauthority forms of online social
networking postings by high school students.

Good Students Get Caught
One of the patterns that emerged in many of the news media articles about kids
who were suspended from school for their online postings is that they were
all generally good students. Each one ran astray and paid too heavy a price
for his or her teenage horseplay. For example, Brad Parsons is described as a
“teen who ‘likes hanging out and chilling’ with his friends”; it is noted that
“he and his friends have long had problems with [a vice-principal]” and that
their group was singled out because they hung around in the back of the school
where “other students created problems.” He is then by implication described
as a model student:

[Parsons,] whose favourite classes are English and drama, says he was getting good
grades and was finishing an essay on Macbeth when he was expelled. . . . “I’m losing out
on my education because of this and it’s going to set me back,” he said.

(Chung, 2007)

As Edwards would argue, all this emphasis on the fact that Brad is a good
student who likes English and drama, who had ongoing problems with the
assistant principal, and who will now likely lose out on his education (together
with his mother’s comments to the effect that all students say mean things
about teachers) have the combined effect of trivializing the content of the online
expression that got him into trouble in the first place. Nor do we hear the side of
the assistant principal as to the nature of the ongoing “trouble” this particular
group of kids who hung out in the back of the school had with her (or she
had with them). Moreover, the article states conflicting facts as to whether he
was expelled or not. Earlier on, the article says that Brad had been told he was
going to be expelled but wasn’t, and the same article later states as a fact that he
was expelled. The school superintendent is reported to confirm in a different,
later, and better balanced report that Brad was not in fact expelled, although
he claimed to reporters that he had been (Girard & Nguyen, 2007).

Even though I am strongly against suspensions for this form of cyber-
bullying, and although I do believe these youngsters when they say that they
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did not realize the seriousness of the demeaning words they use online, it does
bother me that in presenting Brad as a squeaky-clean student who wouldn’t
think of doing wrong, the media trivializes the fact that his expression was
potentially libelous. It is important that students are shown that some of their
comments could render them liable for a legal offence such as cyber-libel. More-
over, even though many students maintain their belief that their online banter
constitutes private conversations, as Edwards (2005) would argue, the media
angle taken in this case shifted the focus away from the need to be engage with
the teens to discuss the issues they were having with their assistant principal.
Clearly there were conflicts. The article also precluded an explanation from her
perspective. It is highly likely that the assistant principal was having as much
trouble with the teens as they were with her when they “hung out” in the back
of the school.

Hence, although I do not believe these tensions should be conceptualized as a
battle, nor do I necessarily agree with the formal and rather harsh initiatives that
are emerging internationally to address this form of cyber-bullying, I certainly
do not absolve the students of responsibility. What I would like to see are
increased efforts to guide them to take responsibility for their actions. We ought
to help them understand the impact their expression has on the overall climate
and learning within the school and also find out whether their comments are
the result of a poisoned environment that exists within the school.

Another media account presents the experiences of teenager Julia Wilson in a
similar way (“California Grade 9 Girl Questioned,” 2006). Julia is described as
a teenager from a well-to-do suburb. The article implies that someone who has
hearts on her knapsack could do nothing wrong. Julia wrote on her MySpace
page the words “Kill Bush” with a dagger through them to express her opinion
against the Iraq War. On the basis of the decision relating to A. B.’s (A. B. v.
State of Indiana, 2007) described in Chapter 4, her right to free expression
might have been upheld in a court of law. The impact of Julia’s online threat
was minimized because of her racial background and the economic status of her
parents. Had a Muslim student done the same thing in her place, it is plausible
that he or she might not have gotten off so easily, even if his parents lived in
a wealthy neighborhood like Julia’s. The following excerpts make Julia appear
completely innocent, which takes the focus off the fact that she did write the
words “Kill Bush” and regardless of how much she did not agree with the Iraq
War, this was not the way to express her views:

“I wasn’t dangerous. I mean, look at what’s (stenciled) on my backpack – it’s a
heart. . . . I’m a very peace-loving person,” said Wilson, an honor student who describes
herself as politically passionate. “I’m against the war in Iraq. I’m not going to kill the
president.”

Moreover, presenting her as a clueless teenager is equally effective at presenting
her as a sweet and innocent teenager,
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“Are you serious!?!? Omg. Am I in a lot of trouble?” her daughter wrote back, using
code for “Oh, my God.”

(ibid.)

Quite clearly, given her decision to organize a protest against the war in
Iraq and the fact that she is an honors student, she is bright enough to realize
that when she posted the expression, it would definitely draw a reaction. My
point in discussing this article is to show that although the teen clearly made a
mistake and did not immediately realize the implications of her actions, teens
ought to take some responsibility. In Julia’s case, her parents took the positive
steps of guiding her toward constructive activism on an issue about which she
felt strongly. Organizing a protest against the Iraq War gave her the agency
she had sought online and a feeling that she could contribute to solving the
problem. In other cases in which students have made negative comments about
their teachers, they, too, are using the Internet as a tool for agency – a place
where they feel empowered to do something about a poisoned environment
at their school or trouble with a teacher. Regrettably, they quickly find out
that this form of agency is not as effective, and this is where a nonreactive but
educational approach would provide them with alternate avenues to express
their feelings and contribute to changing their learning environment.

Cyber-Criminals: Police as Heroes
In contrast to the report of Brad Parsons as a model student, two other media
reports on the same story focused on the student protest and the “clash”
between students and police. One of them in the Toronto Star (Girard &
Nguyen, 2007) read as follows:

Four teenagers have been arrested after a protest over the punishment of a fellow high
school student turned violent when police, trying to divert traffic, were pelted by objects
including a bottle and a skateboard.

The ugly incident outside Birchmount Park Collegiate Institute in the Danforth Avenue
and Birchmount Road area yesterday followed the suspension earlier this week of five
students after school administrators discovered derogatory comments about Birchmount
Park staff. . . .

“Everyone was on the road and then things started flying and the cops started flipping
out,” said Ryan Duffy, 16, a Grade 11 student who saw the melee in which angry
protesters yelled at police and chased officers as the young men were arrested, handcuffed
and pinned on the ground, then thrown into cruisers.

The use of words such as “ugly,” “pelted,” and “pinned on the ground, then
thrown into cruisers” highlights the power of the state in winning the battle.
In the same article are comments by the superintendent noting that “bullying
using a new information technology . . . gives kids way more power than they’ve
had” (ibid.).
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The message that the battle is about power between schools and students
comes through clearly in many similar media reports – and if the students are
getting too much power using new “technology,” then the police will heed the
call to order and put them back in their place, using force if necessary.

Although the students in this case are also reported as having provoked police
officers (apparently throwing bottles and skateboards), it is the way that this
media report presents the sequence of events that is suggestive of who is wins
the battle when the heroes are brought in. Moreover, note the superintendent’s
use of the word “technology” rather than “technologies.” This is an example
of the adult mind-set toward technologies that Lankshear and Knobel (2006)
have drawn to our attention. It implies that technology is a singular entity –
just like “digital literacy” can be controlled and managed – suggesting a lack
of appreciation of its plurality and fluidity.

I want to emphasize again that I do not believe the students involved are
absolved of responsibility for their words and actions. I have already illustrated
this, using examples of the media reports that make the perpetrators look like
victims. This is the elusive fine line that always comes up between free expression
and authority.

RECONCEPTUALIZING LAW IN CYBERSPACE

I have already discussed how the courts have significant impact on shaping
public policy within the context of my introduction to Chapter 1. Suffice it
to say that no matter how much the courts attempt to block the floodgates to
litigation relating to cyber-bullying and various forms of cyber misconduct, they
can ultimately expect to rule on many such cases. I believe we are at the point in
lawmaking when century-old legal precedents, although they have some value
as shown in earlier discussions of cyber libel in Chapter 3, must be distinguished
from cases involving cyberspace. I believe that the multiplicity, permanence,
fluidity, and sheer breadth of cyberspace lends itself much more effectively to
a plurality of legal frameworks as I explained in Chapter 1. Unfortunately, the
initial response to cyberspace has been quite the opposite.

In Chapter 7, I look at some of the positivist legal responses that have
emerged in response to cyber-bullying and consider them in the context of
the legal standards identified in earlier chapters to highlight the benefits of a
legally pluralist approach in addressing cyber-bullying. That legally pluralist
framework is then incorporated into educational models, which are explained
in Chapter 8 with recommendations on how they would be more compatible
with the legal standards identified here.
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